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Faced with competitive margin pressures, inventory
controls and other expense-savings measures, retailers
have to take into consideration that “the bottom line” of
their P&L will continue to suffer from shrinkage unless
they take control of this substantial problem.

Shrinkage is the loss of sales due to theft by employees and customers, vendor fraud or
administrative errors. According to the 2007 National Retail Security Survey, retail losses in
2006 accounted for 1.61% of sales. That equates to $41.6 billion.

The survey found:

• Almost half of losses (47%) are due to employee theft ($19.5 billion)

• Almost a third of losses (32%) are due to shoplifting ($13.3 billion)

• 14% in shrinkage occurs with administrative errors ($5.8 billion)

• 4% in shrinkage comes from vendor fraud ($1.7 billion)

Retailers are spending a great deal of money for technology to identify theft and theft practices.
According to this survey, “most retailers’ loss prevention systems include burglar alarms
(95.7%), visible closed circuit televisions (87.1%) and digital video (84.9%). Retailers also
conduct check screening (60.4%), use armored cars (69.8%), and operate point of sale data
mining software (69.1%), and hidden closed circuit televisions (57.6%)”.

But with employee theft accounting for nearly half of the losses, employee screening can help
prevent theft before it happens. This paper will only address employee theft — the lion’s share
of shrinkage.

Retailers today face two sometimes competing but equally compelling requirements: to prove
due diligence in hiring practices by accessing the vast and comprehensive data now available
about potential employees to ensure a safe and effective work environment and to guarantee
employee privacy in the process.
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The frequency and types of employee background checks continue to grow as employers must
prove due diligence during the hiring process. According to the Society for Human Resource
Management (SHRM), eight out of 10 employers now perform background checks for potential
employees, a 30% increase since 1996. Screening that once applied only to senior
management positions is now applicable to all employees — from administrative assistants with
access to budget information to truck drivers who transport hazardous materials. Screening
processes include, but are not limited to, resumé scans, criminal and civil background checks,
drug testing, employer and education verifications, professional certification checks, knowledge
and skill testing and match assessments.

Increasingly complex legal issues often vary by industry. The financial services industry, for
example, must follow federal mandates under the USA PATRIOT Act to ensure employee
screening against all federal watch lists for malicious or anomalous activity. The healthcare
industry requires additional screenings from the U.S. Drug Enforcement Agency (DEA) and
multiple professional certification organizations to ensure proper licensure and lack of disciplinary
action related to medical professionals.

Great advances in Web-based technologies ensure real-time access to data for use in the
employee screening process. Local, state and federal agencies offer improved data availability
and improved accuracy to assist with screening practices. But beware buyers: just as the
Internet explosion created multiple shards of fraud, the marriage of Web technology and
background screening is rife with potential abuses. Employers must make wise decisions when
selecting a partner to assist them with navigating the many legislative and technological
pathways involved with employee background screening.

Just as these advances occur, federal regulations governing individual privacy seek to protect
potential employees from undue or unfair hiring discrimination based upon background checks.
Privacy legislation such as the Fair Credit Reporting Act (FCRA) and policing by the Federal
Trade Commission (FTC) dictate how and when employers conduct background screening.
To comply with privacy regulations, employers must prove screening relevance to job
requirements and must disclose and secure written approval before conducting background
screens. Companies most likely to succeed with background screening efforts begin with clear
and concise written policies about background screening that are shared with all existing and
potential employees. Complete transparency to employees through well thought out and
executed job policies and criteria result in the most qualified people who are also afforded the
utmost level of privacy.
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Acxiom brings its unique perspective to this very challenging environment. As the premier
provider of data collection, cleansing and delivery processes in the industry, Acxiom
understands data integrity like no other provider and has built a comprehensive employee
screening capability around this understanding. Already a leader in privacy regulations and data
security issues, Acxiom offers real-time screening services that cull from local, state and federal
sources using the latest technologies to deliver results. With a staff of experienced analysts,
Acxiom offers services that help to enable regulatory compliance and full disclosure throughout
the screening process and aid employers in their efforts to demonstrate due diligence while
making the most effective hiring decisions.

Screening best practices

Today, growth, diversity and huge global workforces change the business demands at
many companies.

Increased workforce turnover combined with increasingly complex legislation and the availability
of tremendous amounts of relevant potential employee data has created a dramatically different
employment landscape that requires employers to face new challenges.

• The Institute for Retail Excellence estimates costs associated with separation, replacement,
training and lost opportunity is $9,428 per retail employee.

• Aon Consulting’s America @ Work 1999 study indicates that roughly 25% of surveyed
employees would change jobs for a 10% pay raise, while more than half would leave for a
20% pay raise.

• Saratoga Institute’s Human Resource Financial Report of 1999 shows the exempt turnover
rate for front-line workers is 17. 7% — in line with other industries. But non-exempt turnover
jumps to 78.8%.

• Sibson and Company, a human capital consulting firm, found that the cost to recoup the
loss of just one crew member in a fast food restaurant required the sales of an additional
7,613 children’s combo meals at $2.50 each. A clothing store must sell almost 3,000 pairs
of khakis at $35 each to recoup the loss of one sales clerk.
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Employers must protect themselves and their existing employees from potentially harmful or
dangerous hires while also addressing the privacy of everyone who applies for a job. The most
effective way to meet these increasing demands involves establishing and documenting a
thorough, fair and transparent screening process that proves an employer’s diligence in hiring
practices while communicating those practices clearly and concisely to all applicants.

Checks and balances

According to the National Association of Professional Background Screeners (NAPBS), 56% of
information supplied by applicants on resumés contains one or more significant discrepancies.
To address this and many other issues, employers must establish a comprehensive and
impartial employee screening process that relies on multiple sources to provide a complete
picture of the potential employee beyond the two-dimensional resumé.

Screening sources include but are not limited to federal and state criminal databases, county
court records, driving records, vehicle registration, credit reports and bankruptcy proceedings,
Social Security records, property ownership records, military records, sex offender lists,
incarceration records, drug testing records, professional licensing records and workers’
compensation records. Hands-on biodata and personality tests combined with computer-aided
skills and knowledge tests provide employers with a fuller picture of a job candidate. In addition
to automated and professionally assisted searches, valuable information also comes from
written communication with former employers, contacting personal references and character
references from former neighbors and co-workers.

Scanning resumés

One current trend in employment screening involves using automated resumé scans to identify
undesirable resumés from the overwhelming number of applicants that especially larger
companies receive before personnel review processes even begin.

Resumé scanning can search for certain key words or phrases based upon employer-supplied
criteria and deliver only the resumés that meet the specified criteria. Automated processes can
help flag problem resumés or identify issues before they move downstream in the process and
cost companies more time and money.
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Screening for character

How can employers determine whether a potential employee represents a future threat? Putting
concrete measurements to issues of personal character lies at the heart of employee screening
benefits and concerns. The correct processes for character screening provide companies with
valuable information critical to determining character. Incomplete or inaccurate results from
character screens, however, can result in a bad hire that puts a company and its employees at
risk or an erroneous report that can result in legal action by the applicant.

Before conducting any type of background check, the potential employer must provide full
disclosure to the applicant. For more information about an employer’s disclosure obligations,
see Privacy and the Law in this document. The most common and effective types of character
screens include the following:

• Criminal background checks. Ten percent of all applicants for employment have criminal
background information that could affect hiring decisions. The most effective criminal checks
include federal, state and county seat sources for both felony and misdemeanor offenses.
Criminal background checks demonstrate due diligence during the hiring process and
protect employers from future exposure due to workplace violence, provided that employers
give full disclosure to the applicant before conducting the background check.

• Drug testing. According to Bureau of Justice statistics, drug offenses remain the most
prevalent among criminal activity over the past 10 years, with weapons and immigration
offenses representing the largest growing activity. Routine drug testing should be part of any
employee screening process. Ongoing health and welfare programs for existing employees
should also exist.

• Driving records. Searches across Department of Motor Vehicle (DMV) records yield
information such as unlicensed or uninsured drivers and violations including speeding,
reckless driving or driving under the influence. Screening for driving offenses should be
part of the standard process for any position that involves operating company vehicles or
heavy equipment.

• Credit history. Checks against the major credit reporting agencies reveal information about
an applicant’s financial responsibility and any liens, lawsuits or relevant judgments. In
addition to credit reports, civil records checks round out a financial picture by including
bankruptcies, child support obligations or civil suits. Credit histories also provide valuable
information about an applicant’s previous addresses and employers that can help verify other
parts of the resumé. Credit history checks are particularly applicable to financial service
providers or high-level employees involved with budgets.
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Conducting biodata and personality tests

If indeed the best predictor for future behavior is past experience, then biodata or biographical
surveys can provide significant insight to the potential employer. Resembling a standard job
application, biodata surveys differ from standard personality tests because they focus on
historical attitudes, values and beliefs based on life and work experiences. To ensure more
meaningful and repeatable results, biodata instruments usually involve multiple choice questions
and focus on standard scoring such as the Likert Scale — with five-point options ranging from
strongly agree to strongly disagree.

Biodata results can be objectively measured against successful criteria to match potential hires
based upon model employees with similar histories and attitudes, continuing the pattern of
repeating itself in a positive direction.

Standard personality tests also prove helpful for certain types of jobs. One of the most
common tools, the Stanton assessment, asks standard questions in a recognizable and
consistent format and proves particularly helpful for decentralized organizations or those with
less-skilled interviewers.

Applying skills and knowledge

After potential employees have been narrowed by resumé scans, background checks and
surveys, one of the most effective ways to further target the best candidates involves testing
actual knowledge and skills in the applicable job area. Often conducted online or through the
use of computer-based training (CBT) modules, knowledge and skills tests provide an objective
measurement that aids the employer in the process of hiring. However, to maintain
effectiveness, these tests must be administered fairly and consistently to all potential employees.
One rule of thumb for firms involved in skills testing is to find a process or provider that can
tailor testing to company-specific job requirements and then administer the tests in an objective
third-party environment.
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Verifying certifications and references

One of the most important sections of the job resumé lists previous experience and professional
certifications. While this information varies greatly by industry, job histories tell an important story
and some certifications are required by law, so all potential employers should verify their
accuracy through searchable professional databases that exist to aid employers with this task.
Verification types include education, employment, licensures, certifications, registrations,
personal references, military history and interviews with supervisors and co-workers.

At the end of all automated screening processes, the final step often involves contacting
references one-on-one. At this stage of the process, the applicant pool should be significantly
narrowed to the most likely candidates, making this step simpler. A survey completed by the
Society for Human Resources Management (SHRM) states that 81% of companies contact
references by telephone but that less than 50% of respondents feel comfortable providing
detailed information that way. Therefore, an effective strategy for employers would be to verify
contact information and then send a letter asking detailed questions about a potential employee.

Assessing the match

Companies that clearly and concisely define hiring criteria up front have a better chance of
finding the employees who fit their particular requirements and culture. At the end of the
screening process, employers often find success by performing match assessments using
scoring mechanisms for candidates. Clearly documenting job criteria before the search begins
provides employers with a better chance to automate steps during the process— often saving
time and money — and to defend decisions later if necessary.

Inside industries

One of the safeguards that potential employers have against privacy violation litigation involves
matching job screening procedures to job requirements. For example, if the job requires an
employee to drive a company car, then checking DMV records makes perfect sense; if a
volunteer coaches a tee-ball team for five year olds, a nonprofit would be negligent not to check
the sexual offender registry. In addition to completing the basic checks outlined in this
document, vertical industries should focus on those screening procedures that apply most to
their business. That way, potential employers save time and money during the screening
process and protect themselves more effectively from possible future litigation.
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Other retail departments

Financial services and payroll

Financial services’ departments or divisions and payroll departments within a retail environment
represent the largest risk for embezzlement, fraud and identify theft because of employee
access to financial data. In an environment of increased securities fraud and unprecedented
white collar corporate crime, financial services’ areas are not only morally obligated to conduct
thorough background screenings but often are mandated to do so by ever-increasing federal
and state statutes that forbid people with certain convictions to work in related financial fields.
According to a 2005 study conducted by Carnegie Mellon University’s Computer Emergency
Response Team (CERT), 48% of companies reported using background checks regularly to
reduce incidents of insider security breaches; that number jumped to 73% in 2006.

Increased concerns over money laundering for potential terrorist organizations add yet another
layer of complexity for screening employees who handle financial information. With these
requirements in mind, financial services’ areas should review local and federal statutes and
always complete the following screening services:

• Social Security number trace to ensure the accurate identity of a potential employee

• Searches of national security watch lists in compliance with the PATRIOT Act

• Employment credit reports to ensure financial responsibility and to make sure that no existing
judgments or liens exist that might lead to financial insolvency

• Criminal background checks at the county, state and federal levels

Loss prevention

Retail businesses handle consumer credit and debit cards, cash drawers and deposits for
stores worldwide. Background checks for the financial services industry such as credit reporting
also apply to retail businesses. In addition, retail businesses commonly deal with issues of high
turnover, absenteeism, substance abuse and ever increasing instances of workplace violence.

Drug screening and criminal background checks should be standard practice and, because
retail staffs deal directly with a widely diverse public, employers must pay special attention to
past incidents of criminal or discriminatory behavior. With a staff often in transition, providers of
retail screening services must be able to respond quickly and cost-effectively.
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In addition to employee theft, loss prevention also includes vendor and customer fraud.
Although this paper does not address these other types of fraud, Acxiom can help with data-
mining analysis in recognizing suppliers, customers and organized theft rings when used with
both internal and external databases. According to the 2007 National Retail Security Survey,
“organized retail crime is gaining more awareness within the industry. As retailers’ understanding
regarding the impact of these crimes continues to grow, roughly half of companies say they are
now tracking organized retail crime activity.”

Ancillary businesses: pharmacies / optical & dental centers / walk-in clinics

Associates who are involved in ancillary businesses, health and wellness businesses, deal with
people at their most vulnerable. So special care applies to employee screening processes for
this industry to protect patients and employers alike. Special screening for information about
suspensions, probations, reprimands, narcotic abuses, exclusions and licensure terminations
must be conducted through the following agencies:

• Office of Inspector General (OIG) lists individuals and entities excluded from participating in
federally-funded healthcare programs for reasons including patient abuse, fraud, licensing
concerns and loan defaults.

• General Services Administration (GSA) identifies individuals currently barred from doing
business with the federal government.

• Food and Drug Administration (FDA) and Drug Enforcement Administration (DEA) checks
protect employers from hiring workers with past histories of narcotics abuse.

• Checking licensing boards in all 50 states ensures that a prohibited healthcare worker does
not move from one state to the next.

• The Fraud and Abuse Control Information System (FACIS) lists all disciplinary actions taken
by federal, licensing and certification agencies.

Insurance departments

Retail associates, many times, deal with employee insurance and claims. Insurers and insurance
agencies require background screening services not only to screen potential employees for
internal hires but also to conduct background checks on employees of the businesses they
insure. With information from automated background checks, insurance companies make better
hiring, underwriting and risk decisions. Additional related checks for this industry include
searches of personal property and auto insurance claims including dates of loss, amounts paid
and other general information.
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Technology and services

Technology advancements, availability of digitized records and improved data accuracy
converge in today’s employment marketplace to make background screening a viable solution
for all industries and all companies, large and small.

Collecting the right data

Local, state and federal data sources continue to improve data accuracy and accessibility to
ensure effective employee background screening processes. Designed to measure the
effectiveness of available background data at the state and federal levels, the National Records
Quality Index (NRQI) provides a composite of different outcomes including, but not limited to,
the completeness of disposition reporting by state, participation in national and FBI indexes and
the value and amount of available data. As an indication of the level of improved data available
to the background screening process, the NRQI increased 169% between 1997 and 2003.

One encouraging trend for employers in this complex environment includes vast improvements
in national data related to character screening. According to the National Instant Criminal
Background Check System (NICS):

• As of January 2006, 48 states belonged to the Interstate Identification Index (III), assisting
the FBI in creating a comprehensive national source for criminal data by following rigorous
standards for participation

• NICS supports nearly eight million checks annually during the presale of firearms with nine
out of ten of these records being automated and accessible for other background checks

• States held approximately 71 million criminal records on individuals by the end of 2003

• The number of criminal records accessible for background checks increased 83% with a
57% growth rate in the number of automated records since 1995

• Thirty-seven states included direct funding to the courts or funded court related activities
and disposition reporting in 2005.

As with any data collection process, data gathering for successful background screening must
include a wide variety of sources — including local, state and federal records — combined with
diligent data cleansing and review from experienced sources. Errors in data supplied to potential
employers can result in hiring mistakes and subsequent litigation.
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Pricing to match services

The issues associated with selecting, screening and hiring the right employees while protecting
the safety and privacy of everyone involved affects companies of all sizes across all industries.
However, due diligence requirements shift with the type of job and its direct association with
issues such as public safety or financial responsibility.

An important trend to respond to the spectrum of employers and job requirements involves slide
pricing, or delivering services that offer flexibility through pricing options per person, per service
or both. For example, smaller companies that do not require employees to work within public
safety constraints might opt for resumé screening only for a lower cost alternative.

Screening on the Web

The Internet connects computers across the globe and offers instant access to a wide range of
available information about potential employees. Web tools and online business processes
provide essential connectivity across diverse data sources used for employee screening and can
significantly improve data quality and access. In addition, web-based communication between
employers and screening service providers ensures that information gets requested and
delivered in a timely fashion.

However, with the advent of instant access comes the influx of Internet-based service providers
who promise effective and complete employee screening processes but deliver only simple
public searches rife with incomplete and inaccurate data. How do employers protect themselves
and still take advantage of the latest technologies for employee screening? When using Internet-
based technologies, companies should consider the following questions:

• How do providers collect data? How do they verify data sources?

• How do providers store and retrieve personal information about potential employees?

• Does the provider indicate how the data is protected and have provisions for how long the
data can be held?
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Searching in real-time

Even with significant improvements, however, many databases currently used for employee
background checks include static data, which is often outdated or erroneous. To ensure valid
and current information for employee character screening, most experts agree that employers
should focus on information generated by professional screening companies and gathered
directly from county courthouse records and state criminal databases.

In addition to real-time data searches for prospective employees, an emerging trend in
background screening targets existing employees through regularly scheduled updates that
get pushed to a subscribing company at regular intervals. A whole new wrinkle on the face of
background screening, these ongoing updates take advantage of the latest subscribe/push
data technologies and demonstrate constant due diligence efforts beyond the hiring process.
The same rules that apply to one-time searches become even more critical to ongoing updates.
The most effective data collections tools offer real-time data searches across all potential
sources combined with rigid data cleansing and review to ensure accuracy.

Privacy and the law

Counter perspectives on the scale of employee background screening, privacy concerns
and security legislation often seem at odds. On one scale, potential employers must consider
new and ever-changing local, state and federal statutes that mandate hiring practices to ensure
the protection and security of workers and the nation. With the average verdict in a negligent
hiring action currently at $2 million, employers cannot ignore potential liability related to
employee security. On the other scale, increasing concern over individual privacy rights
continues to drive seemingly contradictory legislation to protect potential employees’ rights to
privacy. Balancing these perspectives becomes the driver for well-planned and executed
employment screening practices.

Reviewing the regulations

Regulatory and legal developments in the area of employee screening are far from
comprehensive but continue to develop at a rapid pace. The Federal Trade Commission (FTC)
champions individual rights for privacy under the rules of the Fair Credit Reporting Act (FCRA).
While not widespread, the FTC has successfully conducted legal actions against companies for
unfair employment screening practices. For example, the FTC reached a $325,000 settlement
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in 2004 with Imperial Palace of Mississippi Inc. because the casino company failed to provide
rejected job applicants with notice of adverse actions based on information gained from
credit reports.

The primary ground rules driving privacy issues related to employee screening come in the form
of FCRA legislation. While the legislation intends to deal with credit reporting conducted by
third-party providers, wise employers apply the following rules to essentially guarantee the
privacy rights of potential employees in any form of background screening:

• All individuals have the right to know what information their credit file — and background
report — contains.

• All individuals can dispute inaccurate information with the credit reporting agency using the
source of the information.

• All identified inaccuracies must be corrected or deleted.

• If a potential employer makes a hiring decision based upon information in a credit report, the
employer must notify the applicant.

• Outdated information may not be reported including general information older than seven
years or 10 years for bankruptcies. Exclusions apply to credit transactions greater than
$150,000 or to salaried positions greater than $75,000.

• Agencies must limit access to individual credit reports for purposes such as considering an
application with a creditor, landlord, employer or other business.

• Employers must get written consent for credit files or reports that contain medical
information and should apply this rule to all background checks.

• Individuals may choose to exclude their names from FCRA lists for unsolicited credit
insurance offers.

• Individuals may seek damages from violators.

• In cases of adverse action relating to results in a background check, employers must notify
applicants before action is taken and provide a pre-adverse action disclosure that includes a
copy of the report and rights under the FCRA. After such action, employers must supply
individuals with information about the agency providing the report and their rights to dispute
the findings.
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The FCRA also mandates how employers handle consumer credit information after the
screening process through the Disposal Rule. The Disposal Rule specifies that employers must
burn, pulverize or shred papers and destroy or erase electronic files containing consumer report
information so that the information cannot be read or reconstructed. Legal action taken against
employers not following the Disposal Rule can include actual damages, statutory damages up
to $1,000 per violation, punitive damages and civil penalties up to $2,500 per violation along
with costs and attorneys’ fees.

The Fair and Accurate Credit Transactions Act (FACT Act) amends the FCRA by excluding certain
notifications to employees or potential employees involving suspected misconduct related to
laws, regulations or written employment policies. Under the FACT Act, employers do not have to
notify employees before an investigation or obtain prior consent. However, employers must still
notify an employee about a third-party investigation in case of adverse action.

At the same time, federal and state statutes requiring comprehensive background checks for
certain types of positions continue to grow. The PATRIOT Act governs employer hiring practices
in private sectors, including financial institutions. Further examples of these types of statutes
require childcare agencies to screen for histories of sexual criminal action, trucking companies
to review driving records and conduct psychological testing for employees required to transport
hazardous material, or companies to perform comprehensive criminal background checks for
violent crimes for anyone applying to work with the elderly.

Finally, the Equal Employment Opportunity Commission (EEOC) provides useful guidelines for
employers to follow to ensure further protections during the screening process. To comply with
EEOC guidelines, companies should address the following questions relevant to criminal
background checks:

• Is there definite knowledge that the applicant actually perpetrated the offense?

• What is the nature and severity of the offense? Try to determine and understand extenuating
circumstances or illness related to the offense.

• How long ago did the offense occur? While there is no definitive rule about how long a
person should consider an offense, apply common sense rules to nonviolent offenses.
Also, look for patterns of offense. A single offense 20 years ago seems less likely to recur.

• What is the nature of the position being applied for? Be sure that the offense record is
relevant to the position.
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Defining due diligence

According to a study by the Workplace Violence Research Institute, employees in the United
States deal during an average workday with approximately 16,400 threats, 723 attacks and
43,800 cases of harassment. Examples of awards for employees injured on the job include
$5.2 million paid to a supervisor shot and permanently disabled by a disgruntled former
employee, $4.25 million against the U.S. Postal Service® after a shooting incident and another
$5.49 million judgment against a temporary agency in favor of a client company after a
temporary employee fatally stabbed an employee at the client company.

The best rule of thumb for employers to follow to protect themselves from the dangers of
negligent hiring is due diligence. While there are no definitive rules to demonstrate due diligence,
the following practices can help employers refute litigation from hiring practices or from privacy
violations in connection with potential employees:

• Document the process for screening all employees. Make the policies available to potential
applicants and define screening tests and checks by job position, if applicable.

• Obtain written consent from all applicants before conducting any type of background
check or testing procedure. Be specific on applications about what tests you will conduct
for the job.

• Make sure that all background checks are relevant to the position. Consider the relevance
and time frames by job function for any convictions or negative credit report.

• Partner with an established company that understands related legislation and be able to
demonstrate an audit review for all policies of that partner.

• Keep abreast of state and federal statutes that apply to your industry related to both privacy
rights and hiring responsibilities.

• Allow professional third parties to conduct, monitor and score knowledge and skills testing
on your behalf. Be sure that all questions relate directly to the position and review test results
regularly to identify any trends related to minorities or people with disabilities.

• Be sure that policies such as employee drug testing are applied consistently across the
organization and that all results are kept strictly confidential. Again, always secure written
consent before conducting any tests and provide detailed disclosure of results before taking
any action.

• Hire a document destruction contractor to dispose of all materials associated with credit
reports and audit the operations, references and policies of that company.
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In addition to screening, retailers should put processes or controls into practice to deter
employee theft.

According to Ronald Bond in a July 18, 2007, article in entrepreneur.com, “Standard controls
should be implemented to detect losses from your cash drawer and inventory.” According to
Bond, retailers should:

• “Maintain rotating employee assignments. Team different employees together or with you.”

• “Initiate procedures for balancing the cash register or drawer after each employee’s shift. “

• “Take physical inventory at least annually, more often if practical.”

• “Check daily receipts against a list of items sold.”

• “Randomly monitor the inventory of particular items and compare with recorded sales over a
period of time.”

• “If you suspect an employee of stealing, randomly audit sales by contacting customers to
verify sale details. You can do this as a routine survey of customer service.”

Striking the balance

Most importantly, employers must strike a balance between responsible hiring practices that
ensure the safety of their employees and the individual privacy rights of those employees and
those applying for positions. By establishing fair and well-documented procedures for
background screenings, employers can demonstrate due diligence in hiring practices. By
partnering with a reputable third party to carry out those hiring policies, employers can focus on
their primary business objectives. The scales of privacy and legality keep in balance through
employee hiring practices that encourage clear, consistent and transparent tests that apply
specifically to the business and corresponding job function.

Screening providers

Sorting through the issues associated with balancing negligent hiring and civil rights clearly can
become a full-time prospect. For companies faced with unique business challenges within their
core competencies, the tasks associated with identifying, screening and maintaining legal hiring
practices quickly become unmanageable alone.
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Required technologies

To keep pace with the volume of data associated with hiring decisions and to ensure timely and
secure delivery of that data, service providers involved with background screening must
incorporate the following technologies:

• Security. Maintaining applicant and employee confidentiality lies at the heart of all screening
processes. With nearly 30 years of experience dealing with consumer data and associated
security concerns, Acxiom delivers the appropriate level of security through 128-bit SSL
encryption services.

• Internet-based access. Employers must have quick access to employee and applicant
information throughout the hiring process. At Acxiom, employers can submit applicant
information and access results from background screenings through easy-to-use Internet-
based interfaces.

• E-mail and fax delivery. The key to timely and effective communication about employee
screening rests in a provider’s ability to accept and deliver information through a variety
of delivery mechanisms while maintaining data integrity and security. Acxiom accepts
applicant data through secure e-mail and fax and delivers corresponding reports through
the same channels.

• Integration. To provide seamless operations between a company’s screening process and
internal human-resource systems, providers must supply interfaces in standard formats.
Acxiom supports XML, Universal File Format (UFF) for FTP, ASCII and a wide variety of data
formats to ensure integrated communications and data delivery.

Data integrity and services you can TRUSST™

As the primary provider of detailed, accurate and complete customer data in the industry,
Acxiom understands the power and protection of delivering the right data to the right source at
the right time. Because data represents Acxiom’s core business, the company can navigate the
difficulties associated with ensuring fair hiring practices while protecting the privacy of all
individuals involved. Acxiom can also demonstrate due diligence through all existing processes
and services.
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When companies partner with Acxiom for background screening, they receive the
following services:

• Complete Social Security number trace. The TRUSST (Tracking Residences Using
Social Security Trace) product searches all available records to verify an applicant’s SSN,
detects fraudulent numbers and flags numbers filed with death claims or not issued by
the Social Security Administration. TRUSST increases hit ratios for applicants found to
have criminal histories.

• National Criminal Acxess Search (Criminal Offender Database). Employers can access
Acxiom’s national criminal record database, which contains more than 180 million criminal
record files compiled from a variety of sources including local law enforcement, statewide
criminal record repositories, state department of correction records, state parole and
probation records, local public records sources and so forth.

• Civil record searches that determine any judgments, liens or civil suits that might impact
job performance.

• PEER: Pre-employment evaluation report.

• Drug testing. Acxiom offers complete, ongoing testing under the direction of a medical
review office to ensure safe screening and privacy compliance.

• Employment reference and education verifications with options to follow up by mail to
ensure higher success rates for relevant hiring information.

• Driving record searches for relevant applicants and positions to prevent issues related to
company vehicles.

• Rental history verification.

• The Suspected Terrorist Watchlist that provides a current snapshot of all potential terrorist
affiliations through a single search point of the following sources: Office of Foreign Asset
Control’s SDN and Blocked Persons FBI Alleged Suspects, Suspected Terrorist List,
Designated Foreign Terrorist Organization List, FBI’s Most Wanted, OSFI – Individual Terrorist,
OSFI – Entities of Concern to the Business Community Bank of England, United Nations
Sanctions List, European Union List, Sanctioned Countries, Denied Person List Unverified
List, List of Debarred Parties, Entity List and the World Bank Listing of Ineligible Firms.
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• Federal exclusion lists for specific industry support include OIG/GSA checks for
individuals/entities excluded from participating in federally-funded healthcare programs,
Fraud and Abuse Control Information System (FACIS) checks, Drug Enforcement
Administration checks, National Practitioner Data Bank checks and Healthcare Integrity and
Protection Data Bank checks.

In addition to comprehensive search and screening services, Acxiom also provides the following
services to assist employers with regulatory compliance and due diligence:

• Applicant scoring service. The best tool an employer can use to help maintain due diligence
in employee screening is a well documented process based upon objective job criteria.
Acxiom supports this approach with a full-service scoring mechanism. Acxiom’s trained staff
evaluates applicant results and flags them with scores based upon predetermined customer
scoring criteria.

• Adverse action fulfillment service. As an important facet of a complete partner solution
through Acxiom, employers can choose to let Acxiom handle FCRA compliance through all
legal disclosures and pre-adverse and adverse action notifications for applicants.

Focus on privacy

Privacy issues remain central to implementing successful employee screening practices, and no
data company understands privacy like Acxiom. As an innovator in the data industry, Acxiom set
a new standard by being the first company to appoint a Chief Privacy Officer. Acxiom’s Chief
Privacy Officer established a Fair Information Practices (FIP) unit to ensure that all products and
services delivered by Acxiom comply with the strictest levels of privacy regulations.

Local content at a centralized level

According to the NAPBS, many static databases used during the employee screening process
are outdated and contain erroneous information that, if used, could put a potential employer at
risk. As a result, NAPBS recommends partnering with a professional screening company that
culls information directly from county courthouse records and state criminal databases.
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Acxiom offers a nationwide network of thousands of researchers with access to criminal
records from counties, municipal courts and federal repositories. Acxiom conducts in-person,
real-time searches to provide the most comprehensive, up-to-date information possible. This
diverse and local content can then be delivered through the channel of choice to an employer
with no third-party handling, providing the most effective information with the accessibility
benefits of a centralized data store.

Conclusion

Employee screening practices continue to evolve in an environment of ever-expanding
technologies with increasing and sometimes contradictory legislation requiring both hiring
diligence and privacy compliance. As more and more data becomes available to help employers
make hiring decisions, the effectiveness of this data can become clouded by permissions for its
use and even raise concerns about accuracy and litigation from the FTC and privacy groups.

The best approach a retailer can take to demonstrate due diligence and hire the best potential
employees is to document and disclose a comprehensive background screening policy that
defines specific job criteria for each position and promotes complete transparency to both
existing and prospective employees. In addition, implement practices and procedures that can
audit unusual behaviors and actions. By disclosing screening policies and acquiring signed,
written permission, employers help to protect themselves from privacy violations. By partnering
with a trusted service provider to conduct real-time background searches and to track
regulations, disclosures and legal issues, employers demonstrate due diligence with hiring
practices. Acxiom provides the unique combination of data processing experience with the
latest technologies and the analytical expertise to keep pace with ever-evolving trends in
background screening for employees.



Acxiom | A White Paper



See how Acxiom can work for you.
For more information, visit our website at
www.acxiom.com or call:

1.888.3ACXIOM

AC-0980-07 ELEC 9/07


